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GOVERNMENT OF INDIA INITIATIVE ON CYBER CRIME REPORTING

The National Cyber Crime Reporting Portal is an initiative of Government of India to facilitate victims/complainants to report
cyber-crime complaints online. If you are a victim of Cyber Crime:

Helpline Number: 1930 | Register your compliant at https://cybercrime.gov.in/

CYBER SECURITY NEWS

SEBI files FIR over cyber security incident
Money Control | 16 July 2022

Market requlator Securities and Exchange Board of India (SEBI) said on July 16 that it has lodged an FIR for a recent cyber
security breach on its e-mail system, which was undergoing a system upgrade. Various mitigation measures were immediately

Read more...

Flipkart-owned Cleartrip reports user data breach
The Economic Times |19 July 2022

Airline- and hotel-booking website Cleartrip said it has suffered a major data breach in its internal systems, in an emailed
communication to customers on Monday. “This is to inform you that there has been a security anomaly that entailed illegal and

Read more...

Twitter hacker touting the data of over 5.4 million users, including celebrities and
companies, for $30,000
Fortune | 26 July 2022

Over 5.4 million Twitter users have reportedly been targeted in a major breach of personal data following revelations earlier
this year that the site had a serious security flaw. The security flaw came to light in January, when a user on HackerOne named

Read more...

Policybazar says IT system of firm compromised; authorities informed
Business Standard | 24 July 2022

PB Fintech, the parent company of Policybazaar Insurance Brokers Private Ltd, on Sunday said that the IT system of the firm
was hacked on July 19 and subsequent corrective action was taken. The company identified certain vulnerabilities on July 19

Read more...

Tamil Nadu cyber security on high alert as phishing attacks rise
Business Standard | 25 July 2022

Tamil Nadu Generation and Distribution Company (Tangedco) has recently cautioned public against fraudulent messages
stating that their connection would be disconnected and to contact certain numbers. In the past two months, two people have

Read more...

Uber admits covering up data breach involving 57 mn users
Business Insider | 26 July 2022

Uber has admitted that it covered up a massive data breach in 2016 that exposed data pertaining to approximately 57 million
users and 600,000 drivers' license numbers. The ride-hailing platform has entered a non-prosecution agreement with federal

Read more...

In India, Average Cost Of Data Breach Is Rs 17.6 Cr: Report
Business World | 28 July 2022

Latestreport by IBM says that the average cost of data breachin Indiais Rs 17.6 crore in 2022. The number grew by 6.6 per cent
since last year when the cost was Rs 16.5 crore. According to ‘IBM Cost of Data Breach Report 2022', the average cost of data

Read more...

CYBER SECURITY THREATS

Apple Releases Security Patches for all Devices Fixing Dozens of New Vulnerabilities
The Hacker News | 20 July 2022

Apple on Wednesday rolled out software fixes for i0S, iPad0S, macOS, tv0S, and watchOS to address a number of security
flaws affecting its platforms. This includes at least 37 flaws spanning different components ini0S and macOS that range from

Read more...

Oracle Releases 349 New Security Patches with July 2022 CPU
Security Week | 20 July 2022

Oracle on Tuesday announced that a total of 349 new security patches have been released as part of its July 2022 Critical
Patch Update (CPU), including 230 for vulnerabilities that can be exploited by remote, unauthenticated attackers.

Read more...

Cisco Small Business RV110W, RV130, RV130W, and RV215W Routers Remote Command
Execution and Denial of Service Vulnerabilities
Cisco Security Advisory | 20 July 2022

Multiple vulnerabilities in the web-based management interface of Cisco Small Business RV110W, RV130, RV130W, and RV215W
Routers could allow an authenticated, remote attacker to execute arbitrary code on an affected device or cause the device to

Read more...

Drupal core - Moderately critical - Information Disclosure - SA-CORE-2022-012
Drupal Security Advisories | 20 July 2022

In some situations, the Image module does not correctly check access to image files not stored in the standard public files
directory when generating derivative images using the image styles system. Access to a non-public file is checked only if it is

Read more...

Cyber Security Awareness Tips: Ransomware Attack

N
b Never click on unverified links @@ Keep your system up to date

@ Do not open untrusted email attachments @ Use Anti-virus software in your system

J, Download from official sites only 0] Never pay the ransom
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Upcoming Cll Cyber Security Training - Cyber Raksha Kavach
Time: 11 AM to 3 PM| Virtually on Microsoft Teams

16th August 2022 19th August 2022 23rd August 2022 26th August 2022

For more information, contact

Mr. Mousam Khatri at mousam.khatri@cii.in Mr. Ridham Tripathi at ridham.tripathi@cii.in
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